


User-Managed Access has important implications for those facing regulatory pressures around data protection,
market pressures around consumer trust, and architectural pressures around API protection.

The following slides will offer a very high level overview of the context, purpose, structure, and flows of the UMA
2.0 protocol, including its OAuth2 extension grant and its federated authorization API.
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OAuth is for constrained delegation to apps
It has helped to kill the “password anti-pattern”
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OpenlD Connect does modern-day federation
It Is an OAuth-protected identity API, plus a bit more
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User-Managed Access is for cross-party sharing
UMA brings next-gen delegation and consent to OAuth
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User-Managed Access is for cross-party sharing
UMA brings next-gen delegation and consent to OAuth
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Like OpenlID Connect for identity, UMA adds an
APl access management layer to OAuth2

Some use cases for UMA:
» Enterprise API protection

N r
» For financial consumers s OGO
° DiSCOVeri ng and aggregatlng U K pension Alongside Open APls, UMA would enable consumers to have full
; . . control of who can access their data and for how long - granting
accounts and Sharlng access to flnanCIaI access for example, to their financial adviser or the Single Financial
advisors Guidance Body - as well as the ability to revoke access and for security to
be in place to prove who is accessing the data. The UMA approach to
° I N Ind ustrlal and consumer IoT security and consent is also well aligned with the requirements of GDPR

(General Data Protection Regulations).

» For proactively or dynamically sharing smart
device control or data with others
 Healthcare

« As profiled in the Health Relationship Trust
(HEART) WG at OpenID Foundation

« Part of the new OpenMedReady framework for
trustworthy remote care




To sum up: UMA enhances OAuth as follows

The UMA2 Grant spec The UMA2 Federated Authorization
adds to OAuth2 spec adds to the UMA2 Grant

» The resource owner authorizes protected « Multiple resource servers operating in
resource access to clients used by entities that different domains can communicate with a
are in a requesting party role. This enables single authorization server operating in yet
party-to-party authorization, rather than another domain that acts on behalf of a
authorization of application access alone. resource owner.

« The authorization server and resource server » A service ecosystem can thus automate
interact with the client and requesting party in resource protection, and the resource owner
a way that is asynchronous with respect to can monitor and control authorization grant
resource owner interactions. rules through the authorization server over

_ : time.
« This lets a resource owner configure an

authorization server with policy conditions « Authorization grants can increase and

at will, rather than authorizing access token decrease at the level of individual resources
Issuance synchronously just after and scopes.

authenticating.



Walkthrough by Eve:

Sharing pulse oximeter data in a trusted
and consented way with third parties
through loosely coupled cloud services
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Nonin 3230 - Lynda Wallace =

Dr. Lopez prescribes a pulse
oximeter to Lynda Wallace; an
administrator provisions it
electronically

Credentials
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< C  © aeet-apps.fridam.aeet-forgerock.com:8787/portal/authenticate o v 0 ‘

When Lynda first logs in to the ACME

Medical patient portal, her device Is
Inactive
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&« C @ aeet-apps.fridam.aeet-forgerock.com:8787/portal/collectConsent?devSerial=502419786 ¥ HERSAN

After she clicks on the red light, she
IS asked to consent to device
activation and data reading by Dr.

Lopez
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& C @ localhost:8787/portal/authorize?decision=true &« 0 :

@ACME Medical

After she consents, her device now
shows as active, meaning a policy Is

lodged to allow data sharing and her
smartphone Is prepared to be a hub
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Please verify

Username

After pairing the oximeter device to
her phone, she logs in to her ACME
Medical mobile: app using the same
identity credentials as on'the portal
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The mobile app securely mediates an
oximeter data reading, and shows
that the reading was successful

P018 ForgeRock. All rights reserved



® Chrome File Edit View History Bookmarks People Window Help 5& W= 57%:;}- Thu 1:30 PM  Alex Lopez Q Q =

@ R .# OpenlDM % ForgeRock Access Managem: x €) Welcome to the ACME MEdic- x \ (2] I

< (O Not Secure aeet-apps.fridam.aeet-forgerock.com:8787/portal/login o v [0

(5) ACME Medical

Dr. Lopez logs in to the ACME
Medical portal
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(5) ACME Medical

Dr. Lopez’s view once authenticated
IS this home screen

My Schedule OMR Devices
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< ' (@ aeet-apps.fridam.aeet-forgerock.com:8787/portal/myPatients % 0D :

In his My Patients view, Dr. Lopez

 sees a listing with Lynda Wallace and
others
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(%) ACME Medical

Dr. Lopez selects Lynda Wallace as
the patient whose data he wants to

view

Back to Lynda Wallace
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(©) ACME Medical

He chooses Lynda’'s device profile

Back to Patients Patient Data Appointment History
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Logout
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Because of the policy she consented
to activate, Dr. Lopez Is able to
proceed to view her data
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Match found!
Getting PermissionRequestTicket for

[
{

1
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]
:
iResponSc.

:
:
: "resource_id": "e6716128-b2 I h r_M n A MA
’ resource_scopes®: [
: yreceive"
|
' 2.0 grant of OAuth:
.0 gra ligh
l[ticket:eyJGeXAiOiJKVlQiLCJhchiOiJ bSShZwWveLmZyaWRhbSShZWVALWZvemdlcm
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i TdawmIpTCJI9fQ.sIXgcbaTuFYcpQ20-NVer g
ipermission Ticket eyJl@eXAiOiJKViQil I‘\/’ I I I I DovL29wZWShbS5hZWVALmZyaWRhbS5hZwve
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iHQHtoTH09LTdanIpTCJ9fQ.sJchbaTuFY

'UMA Claim Token response: - -
access. token:166977d9-codF-4561-2 T C et on ti rSt resource atte mopt bdF90YXNoT j0i VUSJenhy ZUITaGRYENGED
iURKNjZFQSIsIanYlIbImFsyaglexlsImF 1mb3Jn?x9vY2$uY29tOJngZ?wZWShbS?v
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| [access_token:8264af90-51d8-462¢c-9¢ q p
Looking for Device with Id: 5a43e24
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[_id:5a43e24f-69b8-413d-a233-9¢730d ISS u eS an acceSS to e n ,6d-0838-428b-93c6-fleBad9ebecs, _r
 ev:0), devName:Nonin 3230 - Lynda W
| "sp02*: "96 %",

“pulseRate": "75 bpm" n n
'}, hubReceiveTime:Thu Mar 15 17:54:
e E= d) requires it for data access
| Parameter : controller=portal : val
| Parameter : format=null : value nul
 Parameter : action=showDevReadings
 Parameter : id=5343e24f-69b8-413d-3
| Readings list size 1 Page size: 5
K
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