x Raiffeisen Bank

International

|IAM from a CISO Perspective

Trust & Internet Identity Meeting Europe, 18. Feb. 2020, Vienna
Peter Gerdenitsch, Group CISO, Raiffeisen Bank International (RBI)



RBI at a glance R vernaronal "<

Our network S
iIn CEE

A leading regional player with
over 30 years of experience in Austri .
ustria -
CEE, approx. 16.4m customers 7 Central Europe (CE)
Covering 14 markets (including Austria), v
of which eight are EU member states; “’ 2

Serbiac and Albania have candidate
Southeastern Europe (SEE)

status w

Top 5 market position in 11 countries

Strong market position with Austrian
corporates focusing on CEE
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The Death of the Perimeter

While perimeter defense and maleware detection become less and less effective:

Cloud deployment,

Attack methods, Outsourcing,
Crime as a Service Attacker Attack Mobile+ loT devices
Sopps’rl?ohon Surface
actor Factor
Top-down control Other strategic goals
approaches is compete with security
increasingly hard & projects for resources,
expensive while experienced

staff is scarce
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User-centric Security

Inspect Traffic @user Q

Death of the New
perimeter Paradigms

Detect anomalies ->
define normal?

o



Besides technology, IAM as GRC Topic

IAM governance: just a chapter of IT governance?

’ Business perspective

* No access approvals by IT

IAM cuts across
IT & Business

m Workforce vs Customer IAM

Software Lifecycle
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Going from AAA to 5 As K| Reiffeisen Bank

Rebor’rs not
ood enough

® Analytics

Classical Access Control: Normail vs.
anomalies

Authentication | Authorization Authentication | Authorization

+2 AS

Accounting Accounting
+ Logging + Logging

_ ®
Audit
Needs
automation
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Practice IAM Governance

The who, what, why and
8 when of access — fully
integrated + real-time visibilit

Ask for open standards
e Haove your IAM data
stored fully integrated




