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nCreasing adoption of cloud Services Innerently..

Impacts ldentity and Access Management
(IAM) solutions, for both capabilities and
delivery models (BYOD)

Results in established Identity Governance and
Administration (IGA) solution providers to
follow this transition

Calls for standard processes and practices
within organizations

Increases awareness towards compliance
management

Raises concerns regarding security issues &
lack of awareness about cloud computing that
can constrain market growth
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Market challendes
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Adoption of cloud Demand for ‘Digital’, Increased regulator ‘Insiders’ are STILL
and data complexity automation and improved outreach in the mid- the weakest link
user experience market

....are driving the next phase of investments in |IAM
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mplementing IGA - Audit Hndings
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AnENCHO-ENC Process

1. Snapshot

EPARTMENT SPECIFIC ROLE

5. Training / Execution

4. Process re-designs
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mpiementing [GA - Use Gases

01 1dentity lifecycle (JMIL
process)

02 Access Request

03 Role-based
access control
04 Segregation of
Functionality Duties
New IAM
tooling
05 Recertification
06 Logging and Monitoring
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mpiementing [GA - Authorisation Management Model

03 ACCES PROFILES
SPECIALIZATION When the department specific roles are not sufficient,
additional access can be requested by the employee

02 DEPARTMENT SPECIFIC ROLE
EXTENSION Based on the department an employee

is assigned to

01 BIRTHRIGHT ACCESS

FOUNDATION Assigned to the employee based on their
contract (e.g. contractor or employes)
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OWered Iuture..
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— Standard IAM control set é\" ‘9/% — Prioritised configurable
— Target Operating Model % © 4 ° delivery packages
— Service operations = @ Ig\ Z — Gold build with pre-
Model o I )\ configured IAM
processes
— Measurable, outcome
based
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Innovate

— Tools to assess maturity and target state
— Diagnostics to drive better predictability and ROI
— Out of the box integration frameworks
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