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Hopes

One Continent, one Law

Fit for the internet

One size fits all
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Lesson(s) learned

Technological 
Development

Legal 
Development
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• Enforceability
• Provider Liability
• Access to Justice
• Acces to legal documentation
• Efficacy in (judicial) processes
• Fragmentation of laws
• Fragmentation of technological

developments
• Electronic Signatures/Identity/Authenticity

• First Wave of Internet legislation
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Issues in 1995



• Enforceability
• Provider Liability
• Access to Justice
• Acces to legal documentation
• Efficacy in (judicial) processes
• Fragmentation of laws
• Fragmentation of technological

developments
• Electronic Signatures/Identity/Authenticity

• „Pause“ of Internet legislation
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Issues in 1995 2005



• Enforceability
• Provider Liability
• Access to Justice
• Acces to legal documentation
• Efficacy in (judicial) processes
• Fragmentation of laws
• Fragmentation of technological

developments
• Electronic Signatures/Identity/Authenticity

• Second Wave of Internet Legislation
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Issues in 1995 2005 2015 ff.



Legel Development

Very, very slow progress

Disconnected from the technological environment
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Reality - GDPR

• No Revolution
• Higher penalties
• Higher visibility
• More administration/documentation
• Some opportunities and reliefs
• Serious risk of (further) fragmentation
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Fragmentation: Age of Consent (information society
services, art. 8)
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Relief/Burdon – Art 89
Safeguards and derogations relating to processing for archiving purposes in the 
public interest, scientific or historical research purposes or statistical purposes
1. Processing for […] scientific […] purposes […], shall be subject to appropriate 
safeguards, in accordance with this Regulation, for the rights and freedoms of the data 
subject. Those safeguards shall ensure that technical and organisational measures are 
in place in particular in order to ensure respect for the principle of data minimisation. 
Those measures may include pseudonymisation provided that those purposes can be 
fulfilled in that manner. Where those purposes can be fulfilled by further processing 
which does not permit or no longer permits the identification of data subjects, those 
purposes shall be fulfilled in that manner.
2. Where personal data are processed for scientific or historical research purposes or 
statistical purposes, Union or Member State law may provide for derogations from the 
rights referred to in Articles 15, 16, 18 and 21 subject to the conditions and safeguards 
referred to in paragraph 1 of this Article in so far as such rights are likely to render 
impossible or seriously impair the achievement of the specific purposes, and such 
derogations are necessary for the fulfilment of those purposes.
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My Background
• Law, Academic, Data 

Protection
• > 20 European Research 

Projects in all roles
(coordinator, WP-leader, 
external advisor, etc.) at the
crossings of IT – cloud -
health – research
◦ ACGT, p-Medicine, 

EURECA, Linked2Safety, 
OPTIMIS, CHIC, 
AETIONOMY, PONTE, 
myhealthavatar, 
HARMONICSS, 
EVIDENCE, MAPPING, ….

My Lessons learned
• Data Protection Law is a weapon of mass destruction
◦ Projects underestimate complexity of legal requirements and – at the same time –

use some kind of „fake law“ as argument for everything
◦ Data Protection Authorities are (more or less) out of the game (so far)
◦ Ethics Comitteees speak about ethics – not (necessarily) about data protection law
◦ Legal Compliance is a task for the project‘s and the partner‘s C-management
◦ Everybody hates obligations, liability, paperwork, contracts
◦ Data Access Committees are not always sufficiantly governed by legal standards
◦ Consent Procedures can be supported

• Projects benefit hugely from a legal/ethical WP, need to know exactly about data flows, 
need to take compliance as a top priority

25.02.2019 Seite 13



Broken Law
Delay

Unclarity/
Complexity

Speed

Irrelevance

Fragmentation



Legal Foundations

• Convention 108
• European Convention

on Human Rights
Public International Law 

• Art. 7, Art. 8 Charter
• Art. 8 ECHR

EU-Charter
European Convention

on Human Rights

• 2002/58/EC
• 680/2016/EU

Secondary
Law

GDPR



• 1.   Personal data shall be:

a. processed lawfully, fairly and in a transparent manner in relation to the data subject
(‘lawfulness, fairness and transparency’);

b. collected for specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes; further processing for archiving purposes
in the public interest, scientific or historical research purposes or statistical purposes shall, 
in accordance with Article 89(1), not be considered to be incompatible with the initial 
purposes (‘purpose limitation’);

c. adequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed (‘data minimisation’);

d. accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay (‘accuracy’);

e. kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; personal data may be stored
for longer periods insofar as the personal data will be processed solely for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes in accordance with Article 89(1) subject to implementation of the appropriate
technical and organisational measures required by this Regulation in order to safeguard
the rights and freedoms of the data subject (‘storage limitation’);

f. processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, 
destruction or damage, using appropriate technical or organisational measures (‘integrity
and confidentiality’)

• Lawfulness
• Purpose Limitation
• Data Minimisation
• Accuracy
• Storage Limitation
• Security
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More of the same: Art. 5



Accountability

The controller shall be responsible for, and be able to demonstrate
compliance with, paragraph 1 (‘accountability’).
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Legal Permission, Art. 9
• 1. Processing of […] genetic data, biometric data for the purpose of 

uniquely identifying a natural person, data concerning health or 
data concerning a natural person's sex life or sexual orientation 
shall be prohibited.

• 2. Paragraph 1 shall not apply if one of the following applies: […]
• j) processing is necessary for […] scientific […] purposes […] in 

accordance with Article 89(1) based on Union or Member State law
which shall be proportionate to the aim pursued, respect the 
essence of the right to data protection and provide for suitable and 
specific measures to safeguard the fundamental rights and the 
interests of the data subject..
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Art. 9 IV

4. Member States may maintain or introduce further conditions, 
including limitations, with regard to the processing of genetic data, 
biometric data or data concerning health.

25.02.2019 Seite 19



Art. 89 as specific clause for research
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1.   Processing for […]  scientific or historical
research purposes […]  shall be subject to
appropriate safeguards, in accordance with this
Regulation, for the rights and freedoms of the
data subject. Those safeguards shall ensure that
technical and organisational measures are in 
place in particular in order to ensure respect for
the principle of data minimisation. Those
measures may include pseudonymisation
provided that those purposes can be fulfilled in 
that manner. Where those purposes can be
fulfilled by further processing which does not 
permit or no longer permits the identification of
data subjects, those purposes shall be fulfilled in 
that manner.

• Safeguards!
• Data Minimisation!
• Pseudonymisation!
• Anonymization!
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Art 89 par 1



Where personal data are processed for scientific […] purposes
or statistical purposes, 
Union or Member State law may provide for
derogations from the rights to [access, rectifiation, restriction, 
objection] 
subject to the conditions and safeguards referred to in paragraph
1 of this Article in so far as such rights are likely to render
impossible or seriously impair the achievement of the specific
purposes, and such derogations are necessary for the fulfilment
of those purposes.

Derogations
1. National
2. European
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But: Art 89 par 2



28 possible national derogations
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One Continent One Law
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Regulation 910/2014
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Hopes

One Continent, one Law

Fit for the internet

One size fits all
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Recital 11
• This Regulation should be applied in full compliance with the 

principles relating to the protection of personal data provided for in 
Directive 95/46/EC of the European Parliament and of the Council 
(4). In this respect, having regard to the principle of mutual 
recognition established by this Regulation, authentication for an 
online service should concern processing of only those 
identification data that are adequate, relevant and not excessive to 
grant access to that service online. Furthermore, requirements 
under Directive 95/46/EC concerning confidentiality and security of 
processing should be respected by trust service providers and 
supervisory bodies.
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Recital 14
Some conditions need to be set out in this Regulation with regard to 
which electronic identification means have to be recognised and how 
the electronic identification schemes should be notified. Those 
conditions should help Member States to build the necessary trust in 
each other’s electronic identification schemes and to mutually 
recognise electronic identification means falling under their notified 
schemes. 
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Private 
Law

Public 
Law
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GDPR - Definitions

Personal 
Data

Non 
personal 

Data

25.02.2019 Seite 36



Personal Data
• Art. 4 (1) GDPR
• ‘personal data’ means 
• any information 
• relating to an identified or identifiable natural person (‘data 

subject’); 
• an identifiable natural person is one who can be identified, directly 

or indirectly, in particular by reference to an identifier such as a 
name, an identification number, location data, an online identifier or 
to one or more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of that natural 
person;
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Recital 26
The principles of data protection should apply to any information concerning an identified 
or identifiable natural person. Personal data which have undergone pseudonymisation, 
which could be attributed to a natural person by the use of additional information should 
be considered to be information on an identifiable natural person. To determine whether 
a natural person is identifiable, account should be taken of all the means 
reasonably likely to be used, such as singling out, either by the controller or by 
another person to identify the natural person directly or indirectly. To ascertain 
whether means are reasonably likely to be used to identify the natural person, 
account should be taken of all objective factors, such as the costs of and the 
amount of time required for identification, taking into consideration the available 
technology at the time of the processing and technological developments. The 
principles of data protection should therefore not apply to anonymous information, 
namely information which does not relate to an identified or identifiable natural person or 
to personal data rendered anonymous in such a manner that the data subject is not or no 
longer identifiable. This Regulation does not therefore concern the processing of such 
anonymous information, including for statistical or research purposes.
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Pseudonymisation
• Art. 4 (5)
• means the processing of personal data in such a manner that the 

personal data can no longer be attributed to a specific data 
subject without the use of additional information, provided that 
such additional information is kept separately and is subject to 
technical and organisational measures to ensure that the personal 
data are not attributed to an identified or identifiable natural person;
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Information Security, Art. 32
• Taking into account 
• the state of the art, the costs of implementation 
• and the nature, scope, context and purposes of processing
• as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, 
• the controller and the processor shall implement appropriate technical and organisational 

measures to ensure a level of security appropriate to the risk, including inter alia as appropriate:
• (a) the pseudonymisation and encryption of personal data;
• (b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of 

processing systems and services;
• (c) the ability to restore the availability and access to personal data in a timely manner in the event 

of a physical or technical incident;
• (d) a process for regularly testing, assessing and evaluating the effectiveness of technical and 

organisational measures for ensuring the security of the processing.
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Datensicherheit, Art. 32

Angemessenes Schutzniveau geeignete Maßnahmen

Pseudonymisierung, 
Verschlüsselung

Fähigkeit, Vertraulichkeit, 
Integrität, Verfügbarkeit, 
Belastbarkeit  der IT im 
Zusammenhang mit der 
Verarbeitung auf Dauer 

sicherzustellen

Fähigkeit, Verfügbarkeit der 
personenbezogenen Daten und 

den Zugang zu ihnen bei 
Zwischenfall rasch 
wiederherzustellen

Verfahren zur regelmäßigen 
Überprüfung, Bewertung und 

Evaluierung der Wirksamkeit der 
technischen und 

organisatorischen Maßnahmen
zur Gewährleistung der Sicherheit 

der Verarbeitung
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Verantwortlich: der Verantwortliche (= der Kunde)

Client (not: programmer)

„Da die Rahmenbedingungen 
moderner Datenverarbeitungen 
durch die eingesetzte Hard- und 
Software vorgegeben werden, 

muss ein wirksamer Datenschutz 
bereits i.R.d. Programmierung bzw. 
Konzipierung datenverarbeitender 

Systeme ansetzen.“

25.02.2019 Baumgartner/Gausling: Datenschutz durch Technikgestaltung und datenschutzfreundliche Voreinstellungen, ZD 2017, 308 Seite 43

Accountability



Recital 78, Sentence 4
„ When developing, designing, selecting and using applications, 
services and products that are based on the processing of personal 
data or process personal data to fulfil their task, producers of the 
products, services and applications should be encouraged to take 
into account the right to data protection when developing and 
designing such products, services and applications and, with due 
regard to the state of the art, to make sure that controllers and 
processors are able to fulfil their data protection obligations. “
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Thank you!

Nikolaus Forgó, Department of Innovation and Digitalisation in Law, Universität Wien
www.univie.ac.at/id, nikolaus.forgo@univie.ac.at, @nikolausf
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