EWTI, Vienna
Dec 2015

Privacy and lo|

Robin Wilton
Technical Outreach Director - ldentity and Privacy
Internet Society

wilton@isoc.org
@futureidentity



1. Some thoughts on priv&cv

2. IoT and iks émplmaﬁwhs



Sowme thoughts on Prw&&v

o “Disclosure, with consent, in conkext, and with
expec&a&ions concerining scage” - Inkernet So«ca@.&v

* Privacy is a matter of contextual integrity - Helen
Nissenbaum

* Taking something published to one audience and
publishing it to a wider-than-intended audience can
be a violation of privacy - danah bovd ( @zephoria )



is this stuff hard?
(Mc.)? an exhaustive List)

Principles: highly variable, and usually Lleft implicik

Social: economics and habits tend to mitiqgate aqainst
prw&ﬁj

Impt&mevx&a&iow mu&igte skalkkeholders and btheir
interests have to align

Technology: a clumsy way ko express social subtleties

Politics: societal benefits of privacy are undervalued



Where is the Internet qoing?

>

e~everything social connectediness



Where is the Internet qoing?
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What kinds of issue arise?

A Qgency

expanen&i;at |
growth of data |
and metadata

ebhical daka
handling

connectediness



Ethical Data Handling

o with IoT as a useful lens

¢ JIoT and cownsenk
¢ IoT and &uﬁommmv
¢ IoT and agencyx

* ... whabtever it is that Pu&s a user’s
intentions and preferences into practice



What kinds of issue arise?

¢ Cownsent
o Wearables, implants, pre-diagnosis

® Au&omamv
e Driverless vehicles
e Algorithms

¢ Agehcy
¢ User agents: scalability and control?
e Insertion into current business models



Prackical séeps towards solukions

o IRM
o Understanding the relationship basis of
identity

o UMA
© Simple, granular consent and control

e MVCR
¢ Pragmatic approach to consent



So welcome to the future...
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